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Introduction

Thank you for purchasing the Industrial PC.

Introduction

This manual contains information that is necessary to use the Industrial PC (hereafter also named
IPC). Please read this manual and make sure you understand the functionality and performance of the

IPC before attempting to use it.

Keep this manual in a safe place where it will be available for reference during operation.

Intended Audience

This manual is intended for the following personnel, who must also have knowledge of software pro-
gramming (a software engineer or the equivalent).
Personnel in charge of introducing Factory Automation systems.

Applicable Products

Personnel in charge of designing Factory Automation systems.

Personnel in charge of software design for Factory Automation systems.
Personnel in charge of installing and maintaining and programming Factory Automation systems.
Personnel in charge of managing Factory Automation systems and facilities.

This manual covers following Industrial Panel PC products:
NYEOO-OO0000-00000000

Product

Model

IPC, 15 inch

NYEOO-00000-15WR1000

IPC, 12 inch

NYEOO-O000O00-12WR1100

IPC, 9 inch

NYEOO-00000-09WR1E100

IPC, 7 inch

NYEOO-O00000-07WR1100

@ Additional Information

Refer to 7-4 Product Configuration on page 1-5 for configuration details.
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Sections in this Manual

Sections in this Manual

Overview

System Configurations

Software

Specifications

Installation

Operating Procedures

Maintenance

Appendices
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Manual Information

Manual Information

This section provides information about this manual.

Page Structure

The following page structure is used in this manual.

®—+—5-1 Unpack

This section provides details on how to unpack the Industrial Panel PC.
@ — 71— 5-1-1 Unpack Procedure

1 Check the package for damage.
If there is any visible damage:
« Take photos of the package and save them.
« Inform your supplier immediately.

@ 2 Open the package.
Ensure not to damage the contents.

3 Ensure that all items are present.

oedun |-§

a Additional Information
@ Refer to 5-1-2 ltems Supplied with the Product for the items supplied.

-
®

|
©

2inpaoold yoedun |-1-G

NY-series User's Manual (W555) 5-3

®— —®

Note: This illustration is provided as a sample. It will not literally appear in this manual.

Item Explanation Item Explanation

A Level 1 heading E Special Information

B Level 2 heading F Manual name

C Level 3 heading G Page tab with the number of the main section
D Step in a procedure H Page number

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)



Manual Information

Special Information

Special information in this manual is classified as follows:

Precautions for Safe Use

Precautions on what to do and what not to do to ensure safe usage of the product.

M Precautions for Correct Use

Precautions on what to do and what not to do to ensure proper operation and performance.

@ Additional Information

Additional information to read as required.
This information is provided to increase understanding or make operation easier.

L~ Version Information

Information on differences in specifications and functionality between different versions.
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Terms and Conditions Agreement

Terms and Conditions Agreement

Warranty and Limitations of Liability

| warrANTY

» The warranty period for the Software is one year from the date of purchase, unless otherwise
specifically agreed.

« If the User discovers defect of the Software (substantial non-conformity with the manual), and return
it to OMRON within the above warranty period, OMRON will replace the Software without charge by
offering media or download from OMRON’s website. And if the User discovers defect of media
which is attributable to OMRON and return it to OMRON within the above warranty period, OMRON
will replace defective media without charge. If OMRON is unable to replace defective media or
correct the Software, the liability of OMRON and the User’s remedy shall be limited to the refund of
the license fee paid to OMRON for the Software.

I LIMITATION OF LIABILITY

+ THE ABOVE WARRANTY SHALL CONSTITUTE THE USER’S SOLE AND EXCLUSIVE
REMEDIES AGAINST OMRON AND THERE ARE NO OTHER WARRANTIES, EXPRESSED OR
IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTY OF MERCHANTABILITY OR
FITNESS FOR PARTICULAR PURPOSE. IN NO EVENT, OMRON WILL BE LIABLE FOR ANY
LOST PROFITS OR OTHER INDIRECT, INCIDENTAL, SPECIAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF USE OF THE SOFTWARE.

*+ OMRON SHALL HAVE NO LIABILITY FOR DEFECT OF THE SOFTWARE BASED ON
MODIFICATION OR ALTERNATION TO THE SOFTWARE BY THE USER OR ANY THIRD PARTY.
OMRON SHALL NOT BE RESPONSIBLE AND/OR LIABLE FOR ANY LOSS, DAMAGE, OR
EXPENSES DIRECTLY OR INDIRECTLY RESULTING FROM THE INFECTION OF OMRON
PRODUCTS, ANY SOFTWARE INSTALLED THEREON OR ANY COMPUTER EQUIPMENT,
COMPUTER PROGRAMS, NETWORKS, DATABASES OR OTHER PROPRIETARY MATERIAL
CONNECTED THERETO BY DISTRIBUTED DENIAL OF SERVICE ATTACK, COMPUTER
VIRUSES, OTHER TECHNOLOGICALLY HARMFUL MATERIAL AND/OR UNAUTHORIZED
ACCESS.

*+ OMRON SHALL HAVE NO LIABILITY FOR SOFTWARE DEVELOPED BY THE USER OR ANY
THIRD PARTY BASED ON THE SOFTWARE OR ANY CONSEQUENCE THEREOF.

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635) 9



Terms and Conditions Agreement

Application Considerations

10

I APPLICABLE CONDITIONS

A USER SHALL NOT USE THE SOFTWARE FOR ANY PURPOSE THAT IS NOT PROVIDED IN
THIS MANUAL OR IN A RELATED HARDWARE USER'S MANUAL.

I suitability of Use

Omron Companies shall not be responsible for conformity with any standards, codes or regulations
which apply to the combination of the Product in the Buyer’s application or use of the Product. At
Buyer’s request, Omron will provide applicable third party certification documents identifying ratings
and limitations of use which apply to the Product. This information by itself is not sufficient for a
complete determination of the suitability of the Product in combination with the end product, machine,
system, or other application or use. Buyer shall be solely responsible for determining appropriateness
of the particular Product with respect to Buyer’s application, product or system. Buyer shall take
application responsibility in all cases.

NEVER USE THE PRODUCT FOR AN APPLICATION INVOLVING SERIOUS RISK TO LIFE OR
PROPERTY OR IN LARGE QUANTITIES WITHOUT ENSURING THAT THE SYSTEM AS A WHOLE
HAS BEEN DESIGNED TO ADDRESS THE RISKS, AND THAT THE OMRON PRODUCT(S) IS
PROPERLY RATED AND INSTALLED FOR THE INTENDED USE WITHIN THE OVERALL
EQUIPMENT OR SYSTEM.

I Programmable Products

* Omron Companies shall not be responsible for the user’s programming of a programmable Product,
or any consequence thereof.

» Omron Companies shall not be responsible for the operation of the user accessible operating sys-
tem (e.g. Windows, Linux), or any consequence thereof.
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Terms and Conditions Agreement

Disclaimers

I Performance Data

Data presented in Omron Company websites, catalogs and other materials is provided as a guide for
the user in determining suitability and does not constitute a warranty. It may represent the result of
Omron’s test conditions, and the user must correlate it to actual application requirements. Actual per-

formance is subject to the Omron’s Warranty and Limitations of Liability.

I Change in Software Specifications

The software specifications and accessories may be changed at any time based on improvements and

other reasons.

I Errors and Omissions

Information presented by Omron Companies has been checked and is believed to be accurate; how-
ever, no responsibility is assumed for clerical, typographical or proofreading errors or omissions.

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)
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Safety Precautions

Safety Precautions

Information is available in the related manual NY-series NYE Industrial Panel PC Hardware User's
Manual (Cat.No. W634).
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Precautions for Safe Use

Precautions for Safe Use

Information is available in the related manual NY-series NYE Industrial Panel PC Hardware User's
Manual (Cat.No. W634).
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Precautions for Correct Use

Precautions for Correct Use

Information is available in the related manual NY-series NYE Industrial Panel PC Hardware User's
Manual (Cat.No. W634).
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Regulations and Standards

Regulations and Standards

Conformance to EU Directives

The Industrial PC complies with EU Directives. To ensure that the machine or device in which the IPC

is used complies with EU Directives, the following precautions must be observed:

* The IPC must be installed within a control panel.

* The IPC that complies with EU Directives also conforms to the Common Emission Standard. Radiat-
ed emission characteristics (10-m regulations) may vary depending on the configuration of the con-
trol panel used, other devices connected to the control panel, wiring, and other conditions. You must
therefore confirm that the overall machine or equipment in which the IPC is used complies with EU
Directives.

» This is a Class A product (for industrial environments). In a residential environment, it may cause
radio interference. If radio interference occurs, the user may be required to take appropriate meas-
ures.

I Applicable Directive

EMC Directive

I EMC Directive

OMRON devices that comply with EU Directives also conform to the related EMC standards so that
they can be more easily built into other devices or the overall machine. The actual products have been
checked for conformity to EMC standards.

Applicable EMC (Electromagnetic Compatibility) standards are as follows:

» EMS (Electromagnetic Susceptibility): EN 61131-2

» EMI (Electromagnetic Interference): EN 61131-2 (Radiated emission: 10-m regulations)

Whether the products conform to the standards in the system used by the customer, however, must be
checked by the customer. EMC-related performance of the OMRON devices that comply with EU Di-
rectives will vary depending on the configuration, wiring, and other conditions of the equipment or con-
trol panel on which the OMRON devices are installed. The customer must, therefore, perform the final
check to confirm that devices and the overall machine conform to EMC standards.

Conformance to UL and CSA Standards

Some Industrial PC Platform products comply with UL and CSA standards. If you use a product that
complies with UL or CSA standards and must apply those standards to your machinery or devices,
refer to this manual. This manual provides the application conditions for complying with the standards.
If the product is used in a manner not specified in the Instruction Sheet or in the product manuals then
the protection provided by the equipment may be impaired.
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Regulations and Standards

Software Licenses and Copyrights
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Related Manuals

Related Manuals

The following manuals are related. Use these manuals for reference.

NYE Manuals

This table contains the related manual of the NYE-series products.

Cat.

Model

Manual name No. numbers Application Description
NYE-series W634 | NYELOI-O | Learning all basic information An introduction to the IPC is provided
Industrial OOOO-0O | about the IPC. This includes in- | along with the following information:
Panel PC I troductory information with fea- | ¢ Overview
Hardware Us- 0y tures, hardware overview, * Hardware
er's Manual specifications, mounting, wir- e Software
ing, connecting, operating and | « Specifications
maintaining the Industrial Moni- | « |nstallation
tor. * Operating Procedures
* Maintenance
NYE-series W635 | NYEO-O | Learning all software related in- | An introduction to the IPC is provided
Industrial PC OOO0O-0 | formation about the IPC. along with the following information:
Operating OO0 | This includes introductory infor- | ¢ Overview
Systems and ([ mation,installation, operating e Software
Software Util- procedures and maintenance. | ¢ Specifications
ities Manual Mainly software information is ¢ |nstallation
provided. * Operating Procedures
* Maintenance
NS-Runtime V093 |- Learning all software related in- | An introduction to NS-Runtime with
formation about NS-Runtime the following information:
* Overview
* User Interface
* Installation
* Basic Operations
* Applicaton Methods
CX-Designer | V099 | - Learning all software related in- | An introduction to CX-Designer with

User's Manual

formation about CX-Designer

the following information:
* Overview

* User Interface

* Installation

* Basic Operations

* Applicaton Methods

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)
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Terminology and Abbreviations

Terminology and Abbreviations

Industrial PC Platform

Term / Abbreviation

Description

Industrial PC Platform

An integrated range of OMRON products designed for use in any industrial applica-
tion that will benefit from advanced PC technology

Industrial Monitor

An industrial monitor with a touchscreen as the user interface designed to work in
industrial environments

Industrial Panel PC

An industrial PC with an integrated touchscreen monitor designed to work in indus-
trial environments

Industrial Box PC

A box-shaped industrial PC including an OS designed to work in industrial environ-
ments

IPC

Industrial PC

Software

18

Term / Abbreviation

Description

BIOS Basic Input Output System. The first software run by a PC when powered on.
DST Daylight Saving Time

lloT Industrial Internet of Things

Linux An open source Operating System

MBR Master Boot Record

Merge module

A module providing a standard method by which developers deliver shared Win-
dows installer components and setup logic to their applications

MSDN Microsoft Developer Network

NUI Natural User Interface

oS Operating System

TCP/IP Transmission Control Protocol / Internet Protocol, a core member of the Internet
protocol suite

TPM Trusted Platform Module

Windows An Operating System designed by Microsoft
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Hardware

Terminology and Abbreviations

Term / Abbreviation

Description

3D TLC 3D Triple-Level Cell flash memory

CFast An SSD CFast storage device

CPU A Central Processing Unit is the hardware within a computer that executes the in-
structions of a computer program

Ethernet A network communication protocol used in TCP/IP network

HMI A Human Machine Interface that facilitates machine operation and control

SATA The Serial AT Attachment is a serial bus interface primarily used with mass storage
devices such as hard disk drives

USB Universal Serial Bus
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Revision History

Revision History

A manual revision code appears as a suffix to the catalog number on the front and back covers of the

manual.

| Cat. No.| W635-E2-01 |

Concept for

| S

Revision code

Revision code

Date

Revised content

01

September 2022 | First release
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Overview
]

This section provides general information about the Industrial PC.

1-1  Intended Use ...
1-2 Software Features........ccccccocmrriicccinnccccre e
1-3  ID Information Label.........ccccoevviiiciiiicrrreeere s
1-4  Product Configuration ..........ccccccviiiiiniinnncceneeeen
1-5 Overall Setup Procedure ..........ccooeiiiimmmmiiiniiicccmeeeees
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1 Overview

1-1 Intended Use

The Industrial PC is intended to be used in factory automation environments. This Industrial PC can
be configured with Windows, Linux or a realtime operating system (RTOS). Software utilties extend
the functionality and support the functional integration in custom software. It can be used with third
party software to serve as a powerful PC platform.

A user can access the Industrial PC for control, configuration and supervisory operations.

The Industrial PC can easily be integrated in manufacturing innovations like big data, NUIl and IloT.
The Industrial PC has a compact design that offers flexibility, expandability and easy maintenance for
applications in factory automation environments.
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1 Overview

1-2 Software Features

The Industrial PC provides the following software features:

sainjeaq a1eM}yos z-1

» Operating Systems
The system can be delivered with and without an operating system.
+ Software Ultilities
A software utility provides status details for diagnosing and resolving problems.
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1 Overview

1-3 ID Information Label

The ID information label contains the product configuration and other details on the specific configura-
tion of your Industrial PC.

Information is available in the related manual NY-series NYE Industrial Panel PC Hardware User's
Manual (Cat.No. W634).
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1 Overview

1-4 Product Configuration

This section provides an overview of the product configurations available for the IPC.

The product configuration is visible in the model-ID that is mentioned on the ID information label of the
IPC.

The structure of the model-ID is: NYELO-OO OO O-00O000OO0O.

Each item in the model-ID has a specific meaning.

uoneanbyuos 3onpoud -1

1 2 34567 8 91011121314

Item Description Option / Description

1 Series name NYE: NYE- series IPC

2 CPU 2A: Intel Atom E3940 CPU

3 Memory 2: DDR3L 4 GB no ECC

4 Expansion 0: No expansion

5 Operating System / Software S: Windows 10 with NS software

6 Storage 1: 128GB, CFast 3DTLC

7 Interfaces 1: RS-232C

8 Display size 07: 7.0 inch model

(diagonal) 09: 9.0 inch model

12: 12.1 inch model
15: 15.4 inch model

9 Aspect ratio W: Wide

10 Touchscreen R: Resistive

11 Frame-type 1: Panel mount

12 Front material & Color 2: Body Aluminium Black + Frontsheet Black
3: Body Aluminium Black + Frontsheet Silver

13 Build-in options 0: None

14 Customization 0: None
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1 Overview

1-5 Overall Setup Procedure

This section gives the overall setup procedure for the Industrial PC.
This manual presents this information in the same order as the following setup procedure.

To setup the Industrial PC:

1 Familiarize yourself with the Industrial PC
« Refer to the sections Overview and Hardware of the Hardware manual.

Information is available in the related manual NY-series NYE Industrial Panel PC Hardware
User's Manual (Cat.No. W634).
» Refer to the information in this manual.
Specifically refer to the sections:
» Section 2 System Configurations on page 2-1
» Section 3 Software on page 3-1
» Section 4 Specifications on page 4-1

2 Install the IPC Hardware
Perform the procedures that are required to use the Industrial PC such as installation, and con-
nection with peripheral devices including a UPS.
Refer to the section Installation in the Hardware manual..

3 Setup the IPC
Install and configure the operating system, the software support utilities and the UPS software.

Item Remark Reference
Operating system settings Follow the procedure for 'First The applicable Hardware Man-
time startup' ual, see step 1.
UPS settings Make the required UPS settings | The applicable UPS Manual

Adjust the brightness and contrast of the monitor.
4 Operate the IPC
Use the operating procedures to operate the Industrial PC.
Refer to the sections Operating Procedures in this manual and in the Hardware manual.

The setup of the Industrial PC is finished.

The section 'Maintenance' contains preventive and corrective maintenance information.
Refer to the section Maintenance in this manual and in the Hardware manual.
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System Configurations
]

This section provides an overview of the system configurations for the Industrial PC.

2-1  Software Configuration...........ccccceeeiiiiiiccccccsereerre s 2-2
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2 System Configurations

2-1 Software Configuration

The Industrial PC supports the following software configurations.

Ports @

Ethernet I

NYE-series IPC

base layer display layer

Operating System

&
Software Utilities

Power & I/O RS-232C CFast Card Ethernet USB

The operating system is the foundation for your software environment. The operating system manages
the IPC hardware and supplies an interface for the users.
Refer to 3-1 Windows Operating System on page 3-2 for details.

Support software is a collection of software utilities to support and extend the functionality of your In-

dustrial PC.
Refer to 3-2 Overview IPC Support Software for Windows on page 3-3 for details.
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Software
]

This section provides software information for the Industrial PC.

3-1  Windows Operating System..........cccccceiimmmmiiiriiin s smnnnneees 3-2
3-1-1 Determine Your Version of the Windows Operating Systems ............ccccccouee.. 3-2
3-2 Overview IPC Support Software for Windows...........cccceecmrrrrrrriniinisssssssnnnes 3-3
3-3  Industrial PC Support Utility .........cccooieee s 3-4
3-3-1 Industrial PC Support Utility OVerview .............ccccceiiiiiiiiiieeeeeeee e 3-5
3-3-2 Product Information Tab ..........cc.ooiiiieieee e 3-6
3-3-3 System Status Tab ........oiiiiiie s 3-7
3-3-4 UPS Status TaD ...ccvviiiiiiie ettt ettt 3-8
3-3-5 UPS Configuration Tab ..........cooiiiiiiiiiiiiee e 3-11
3-3-6 (70T 00T o= 111 o111V SRRSO 3-12
3-3-7 [0S} =11 =1 (o] o PRSP 3-12
3-3-8 2= 14 (U] TSSO RERRRUOUPPRRRRRNt 3-12
3-3-9 MESSAGES ..eeiiiiiiiieee e e e e e e e e e e e 3-13
3-3-10 (oo T 19T TR RS TPR 3-13
3-4  Industrial PC Tray ULility .....ccccccciiiiiiciiirrrren s 3-14
3-4-1 Industrial PC Tray Utility OVerview ............coooiiiiiiiiiiiiieee e 3-14
3-4-2 FRATUIES ...t 3-14
3-4-3 LY o 1 RPN 3-15
3-4-4 About the Industrial PC Tray Utility...........cooiiiiiiiiiiiee e 3-15
3-4-5 Status INdIicators 0N ICONS .........iiiiiiiiiie e 3-16
3-4-6 CoMPALIDITIEY ... 3-16
3-4-7 INSTANATION ...t 3-16
3-4-8 1] 2= 1 U o SRR STSPRPPPIN 3-17
3-5 Power Attendant Lite Utility ...........ooooemm s 3-18
3-5-1 Power Attendant Lite Utility OVerview ...........c.ccoccvveeieiiiiiiiiee e 3-18
3-5-2 FEATUMES ... e e e et e e an 3-18
3-5-3 CoMPALIDITIEY ... 3-18
3-5-4 INSTANATION ...t 3-19
3-5-5 (7] 01110 U] =111 ] o U STRUUUPPRRRN 3-20
3-6  NS-RUNEIME....coeeeeerrr e ss e e 3-22
3-6-1 INSTANATION ... 3-22
ST RN 09 B T-X= Lo | 3 V=Y o RPN 3-23
3-8 COM Port for Host LinkK.......cccuiiiiimimmmeeccrccssisss s sese s e e s e e e s e e e ne s s s s ssees 3-24
3-8-1 Install the Virtual COM POrt.........oooiiiiiee et 3-24
3-8-2 Determine the COM Port Number for Host Link.............cccccoeiiiiiine. 3-24
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3 Software

3-1 Windows Operating System

This section provides an overview of Windows Operating System information.
3-1-1 Determine Your Version of the Windows Operating Systems

This section provides methods to find version details of your Windows Operating System.

I Windows 10

To determine your version of the Windows Operating System:

1 Select the Search Button.
2 Enter System Information in the search box.
3 Select System Information in the pop-up that appears.

An overview of your System Information will appear, including the Windows Operating System
details.
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3 Software

3-2 Overview IPC Support Software for

Windows

This section gives an overview of the software utilities available for NYE Industrial PC's with a Win-

dows operating system.

Product

Software utility

Industrial Panel PC

Industrial PC Support Utility
Industrial PC Tray Utility "2

*1.  Included in the Industrial PC Support Utility installer

*2.  Together with the Industrial PC Tray Utility also Microsoft .NET Framework 4.6 is installed.

@ Additional Information

An internet connection is required to install support software.

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)
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3 Software

3-3 Industrial PC Support Utility

This section provides an overview of the Industrial PC Support Utility.
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3 Software

3-3-1 Industrial PC Support Utility Overview

The Industrial PC Support Utility is a software utility to assist in diagnosing and resolving problems of

the Industrial PC.
i 7 7

Industrial PC Suppart Utility - it

Product Information  Swetem Status

Internal Temperature

Aynn yoddng od euysnpuj g-¢

3
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The screen above is an example only, the actual content can differ per model.

Item Description Details

A Production Data Tab Select to display Production Data details in the Tab details area @
Refer to 3-3-2 Product Information Tab on page 3-6 for details.

B System Status Tab Select to display System Status details in the Tab details area @
Refer to 3-3-3 System Status Tab on page 3-7 for details.

C Optional other Tabs Optional other Tabs

D Tab details Details of the selected Tab page.

E Language Selector Select to display and choose the Ul language of the Industrial PC Support
Utility.

F Close Button Close the Industrial PC Support Utility.
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3 Software

3-3-2 Product Information Tab

The Production Data tab displays generic Industrial PC information.
Examples are Model name, Lot number, Serial number and software versions (Industrial PC Support

3-6

Utility and Industrial PC System API).

Industrial PC Support Utility

Product Information | Systern Status UPS Status  UPS Cenfiguration

Model Name
Lat number
L 2
seral number
BIOS Version

Industrial PC APl Version

NYE2A-20511-15WR120012
1234M
111

American Megatrends Inc.,, NY

* Model Name is the configuration code of this model.

Refer to 1-4 Product Configuration on page 1-5 for details.

Item Displayed information
Model Name The model number of the Industrial PC
Lot number The lot number of the Industrial PC
Serial number The serial number of the Industrial PC
BIOS Version The BIOS version of the Industrial PC
Industrial PC API Version The version of APl installed in Windows
IPC.System The API for the Industrial PC system
Industrial PC Product Version The product version of the library installed in Windows
IPC.System.dll The library for the Industrial PC system
Industrial PC Support Utility Version | The version of the Industrial PC Support Utility
Operating System The installed Operating System
Windows Image Release The date of the Windows Image
NS-Runtime Version The version of the NS Runtime software
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3 Software

The System Status tab displays actual states and diagnostic information like the internal temperature.
A status that requires attention is indicated with a red bar.

Industrial PC Suppart Utility - O ¥

Language selection

Internal Temperature

Aynn yoddng od euysnpuj g-¢

3
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Internal Temperature The average CPU temperature.
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3 Software

3-34 UPS Status Tab

The UPS Status tab displays status details about the UPS and the PAL Utility when applicable.

Industrial PC Support Utility - O X

LT TEL R e Bl English et

Product Information  Systermn Status  UPS Status  UPS Configuration

Internal Temperature

UPS Status

Item Description

Battery Capacity The percentage of remaining Battery capacity.
This parameter can trigger messages 'Battery Low' and 'Battery Weak'.

Battery Voltage The voltage of the UPS Battery. This parameter can trigger messages 'Battery Under
Charge' and 'Battery Over Charge'.

Input Voltage The actual UPS input voltage.
This parameter can trigger the message 'UPS Input Fail'.

Output Voltage The actual UPS output voltage. This parameter can trigger the message 'UPS Output
Low Voltage', 'UPS Output High Voltage'.

Internal Temperature The UPS internal temperature.

This parameter can trigger the message 'UPS Over temperature'.

UPS Status The status of the UPS.

Refer to UPS Status on page 3-9 for details.

Select button UPS Logs to display the ‘UPS Logs’-window.
Select your UPS loggings and then select 'Download' to download the logging.
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3 Software

I UPS Status

The UPS Diagnostics tab displays the UPS status.

The status with the highest priority is displayed in the notification window of the Industrial PC Tray Util-
ity.

Refer to 3-4 Industrial PC Tray Utility on page 3-14 for details.

Following statuses are available:

Category Description

Normal UPS is ON (running state)

UPS is OFF (idle state)

No USB connection between UPS and IPC

Omron PAL utility is installed and running on the IPC

Warning Connection to UPS is lost

Battery low threshold exceeded

Battery is weak

Battery is disconnected

Overload is detected

Overload timeout

Short-circuit detected at output

Battery is undercharged

Temperature is too high

Output voltage is too low
SC20G wear detected
Error Battery is overcharged

Primary power supply failure

Error during bypass operation

Boosting power

Bucking power

Output voltage is too high

DC bus voltage error

Fan error

Transformer error

Battery is at end-of-life

BMS overcurrent

BMS internal error

Charger failure

BMS cell overvoltage

BMS cell undervoltage

Battery is not connected correctly
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3 Software

] ups Log

Select button UPS Logs to display the UPS log file.

I inchostisd PC Suppont Uiy - UPS Legs.

®

=) Sevety Loy

HROIMOI0ESS  AFD  LPS S O

B RSO
HISIHRDMN WD L9 S
HOG1IMOI04 RO Courtdomn memage n daplayed Stat stomatcaly
EEAVMONDE1E  FRA UPSFack Pemary powss sesply fekew
HSMDDK WD LSS S O
HEOARMOMIN WO LPS St Decormecied
Has 1 mmy PS5 Fauk Comectionto LIPS mioet
OO BFD UPS St O
HEOVHMOMIDS RO LPS Staa Decormecied
HOSIRMOMNS WD LPS Seange
HOSA I LS Fauk Comactonto UPS micet

Select Save to save the log file to the location of your choice.

@ Additional Information

* The contents is updated every 2 seconds.
* The logged events are available in the Windows EventLog in IPCSupportUtility and in

UpsSource.

3-10

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)



3 Software

3-3-5 UPS Configuration Tab

The UPS Configuration tab starts with the UPS details Model name, Serial number and UPS driver
version of the connected UPS. The UPS Configuration tab displays the Interface Settings and Shut-
down Settings for a connected UPS.

Industrial PC Support Utility - O %

Language selection Fyls{lH] =

Product Information  System Status  UPS Status  UPS Configuration

Model SEBA-24D24D120LF
Senial  A3519105006012G
UPS driver 0987

Ann yoddng od jeuisnpuj g-¢

Interface
Current Value
UPS monitor interface UsSBE

Shutdown Settings
Current Value
-

Timeb shutdown (seconds)
Range 0

Time until UPS (seconds) 180

Range 15-1800

Automatic shutdown O Off Off
® On

® Use PAL Utility Update setfings

qgel uoneinByuod Sdn G-€-€

Item Description
Interface UPS monitor Interface The interface connection for input voltage failure detection.
Shutdown Set- Time before shutdown The number of seconds after the UPS shutdown that Windows
tings waits to shutdown the IPC.
Time until UPS stops The number of seconds after the Windows shutdown UPS out-
put switches OFF.
Automatic Shutdown The IPC shutdown setting, with:

* OFF: The IPC will not shut down
* ON: The IPC will shut down
* Use PAL Utility: The settings of the PAL Utility determine the

IPC shutdown. ™

*1.  With setting 'Use Pal Utility":
¢ PAL Utility not installed.
No shutdown process. The Industrial PC Support Utility will stay connected to the UPS.
* PAL Utility installed but not active.
No shutdown process. The Industrial PC Support Utility is not connected to the UPS.
* PAL Utility installed and active.
The IPC will shutdown. The Industrial PC Support Utility is not connected to the UPS.
When changing from “Use PAL Utility” to “ON” or to “OFF”, the PAL Agent service will stop.
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M Precautions for Correct Use

Using this UPS Configuration the Industrial PC Support Utility uses the UPS communication
channel. Result is the UPS Settings Utiltiy has no channel for communication and can therefore
not be used at the same time.

3-3-6 Compatibility

Compatibility with Operating Systems
This software utility can be used on an IPC with Windows 7 or higher.

3-3-7 Installation

The Industrial PC Support Utility is pre-installed on the Industrial PC if it comes with a Windows oper-
ating system installed.

@ Additional Information

A new installation on a Windows 10 PC will require the installation of the .net Framework.
The .net Framework software can be downloaded from a Microsoft website.

3-3-8  Startup

The Industrial PC Support Utility can be started from:
* Windows Start Menu
Select OMRON and then Industrial PC Support Utility.
* Industrial PC Tray Utility
* Windows desktop shortcut
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3 Software

3-3-9 Messages

The Industrial PC Support Utility will use the Industrial PC Tray Utility to display UPS messages.

3-3-10 Logging

There is logging in the Windows event log of the following utilities:

¢ Industrial PC Support Utility
In the Windows Event Viewer filter for event source IPCServiceHost or OMRON Industrial PC
Support Utility.

Ann yoddng od jeuisnpuj g-¢

@ Additional Information

Refer to 7-2-3 Windows Event Viewer on page 7-13 for the logged messages.

sobessa|\ 6--€
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3 Software

3-4 Industrial PC Tray Utility

This section provides an overview of the Industrial PC Tray Utility.

3-4-1 Industrial PC Tray Utility Overview

The Industrial PC Tray Ultility is a software utility that provides information about the current state of
the Industrial PC, its related devices, and associated software.

When running, the Industrial PC Tray Ultility is always present as a status icon @ in the system tray

area of Windows.

Windows 10

3-4-2 Features

The Industrial PC Tray Utility can display UPS messages. Examples are:
* Primary power supply failure

» Short-circuit detected at output

* Temperature is too high

Example:

[T] Industrial PC Tray Utility

@ Industrial PC Support Utility
UPs: 1 ilure

12:25 AM

= O o0 &
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3-4-3 Menu
Select the Industrial PC Tray Utility icon @ to display the menu.

Industrial PC Support Utility 11—

| IZI Industrial Monitor Utility ~ lo—

Ann Aeal od lemysnpuj p-¢

* The application displays the available utilities.
« Select an entry to launch the associated utility, if applicable.
* The icons of menu items in the Industrial PC Tray Utility menu will have a warning or error symbol
when applicable.

w

* The Industrial PC Support Utility @ is available in the menu when installed.

NUBN €-¥-€

* The Industrial Monitor Utility is available in the menu when installed.

» The Industrial Monitor Brightness Utility @ is available in the menu when installed.

» The application area can be configured to show and launch both OMRON and third party utilities.

* The About entry @ shows details of the Industrial PC Tray Utility.
Refer to 3-4-4 About the Industrial PC Tray Utility on page 3-15 for details.

* The Exit entry @ closes the utility.

3-4-4  About the Industrial PC Tray Utility

The About window shows the version of the Industrial PC Tray Utility and copyright information.

M About Industrial PC Tray Utility *

Industrial PC Tray Utility V1.0.1167.29778
o i MRON Corporation 2016

'OMRON Corporation

Warning: This program is protected by copyright law and international treaties.
eproduction or distribution of this program, or any portion of it, may
civil and criminal penalties, and will be prosecuted to the maximum
under law.

0K
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3-4-5 Status Indicators on Icons

The following table provides the indicator details of the Industrial PC Tray Utility.

Overlay type Icon Description
None No OMRON software utility has issued warning or error notifications.
Warning sign At least one software utility has issued a warning notification.
Error sign At least one software utility has issued an error notification.

3-4-6  Compatibility

Compatibility with Operating Systems
This software utility can be used on an IPC with Windows 7 or higher.

3-4-7 Installation

The Industrial PC Tray Utility is pre-installed on the Industrial PC if it comes with a Windows operating
system installed.

The Industrial PC Tray Ultility is included in the installers of the Industrial PC Support Utility and Indus-
trial Monitor Utility. Install the Industrial PC Support Utility or Industrial Monitor Utility to install the In-
dustrial PC Tray Utility.
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3 Software

Startup

By default the Industrial PC Tray Utility is configured to start automatically at Windows startup.

To manually start the Industrial PC Tray Utility:

1 Locate the Industrial PC Tray Utility using the Windows Start menu or the Windows search
box.

2 Use the option Run as administrator to activate the Industrial PC Tray Utility.

@ Additional Information

The procedure to use Run as administrator is:

» For Windows 10 using the Start menu:
Right-click the Industrial PC Tray Utility, select More and then Run as administrator.

» For Windows 10 using Search:
Right-click the Industrial PC Tray Ultility in the search results and select Run as

administrator.

The Industrial PC Tray Utility started.

NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)
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3 Software

3-5 Power Attendant Lite Utility

This section provides an overview of the Power Attendant Lite Utility (PAL).

3-5-1 Power Attendant Lite Utility Overview

The Power Attendant Lite Utility is a software utility that constantly monitors the status of the UPS that
is connected to the IPC.

When the Power Attendant Lite Utility discovers a power interruption it will send a signal to the IPC to
shut down.

Refer to the UPS Power Attendant Lite for Windows User's Manual for details.

3-5-2 Features

The Power Attendant Lite Utility provides the following features:

» Signal the IPC to shut down when a power interruption is detected.

» Configure the shutdown conditions when a power interruption is detected.

» Display the state of the connected UPS using the icon in the system tray area.

Icon Description

Normal operation

Power Attendant Lite service stopped

UPS is supplying power from the internal battery

Communication error

3-5-3  Compatibility

This software utility can be used on an IPC with Windows 7 or higher.
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3-5-4 Installation

The Power Attendant Lite Utility is not pre-installed on a IPC.
The Power Attendant Lite Utility installer is included in the installers directory
. Download the installer from if required.

To install the Power Attendant Lite Utility:

1 Ensure the revision number of the UPS is correct.
Refer to the Hardware Manual for details.

Ajnn ey Juepusyy Jemod g-¢

2 For an Industrial PC Support Utility with tab UPS Configuration ensure the setting for
Automatic shutdown is set to Use PAL only.
This will prevent the installation error message Failed to register the agent service.

3 Ensure the UPS is connected to the IPC with a USB cable.

4 Open the Power Attendant Lite Utility installer folder and activate the installer file setup.exe.

uonejeisu] y-G-¢

5 Follow the installer steps to complete the installation.
The Power Attendant Lite Utility is installed.
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3 Software

3-5-5  Configuration
Configure the Power Attendant Lite Utility before using the IPC with a UPS connected using USB.

To configure the Power Attendant Lite Utility:

1 Activate the icon of the Power Attendant Lite Utility to start the software.

' W p‘;ﬁéﬂd
ant Lite

A UPS selection window will be displayed.

2 Select the connected UPS.
A Login window will be displayed.

3 Login with ID Admin and password omron.
The Top window with UPS status information will be displayed.

[ & et e
omRon

Easy Setting

Refer to UPS Power Attendant Lite for Windows User's Manual for details.

5 Select Detailed Setting / Other Settings / Communication Setting / UPS Communication
Port to display the parameter COM search to UPS detection.

6 Set the parameter to Do not search for COM ports to prevent interference for the COM ports.
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7 Select Submit to save the setting.
8 Select the close button in the right top corner to exit the Power Attendant Lite Utility software.

9 Select the restart behavior of the IPC with the BIOS Boot Menu parameter Power Loss Con-

trol.
Set this parameter to Turn On to restart automatically after a power down from the Power At-
tendant Lite Utility.

10 Test the UPS shutdown behavior.
1) Start the IPC

Ajnn ey Juepusyy Jemod g-¢

2) Start applications

3) Create a power interruption

4) Monitor the shutdown sequence and confirm a correct shutdown
When the shutdown sequence is not correct change parameters in the Power Attendant
Lite Utility software and test the UPS shutdown behavior again.
The Power Attendant Lite Utility is configured.
The IPC will shut down properly in case of a power supply interruption and restart automatically when
the power is restored.

uoneinbyuod G-g-¢
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3-6 NS-Runtime

The NS-Runtime software has it's own manual.
Refer to NS-Runtime Software User's Manual (V093) for details.
Select and download NS-Runtime from when required.

@ Additional Information

An internet connection is required to install NS-Runtime.

3-6-1 Installation

The NS-Runtime Software is not pre-installed. An installer is available at

Refer to NS-Runtime Software User's Manual (V093) for installation details.

@ Additional Information

* Alicense key is not required for the installation of NS-Runtime.
» The installation instruction to remove the dongle can be ignored.
For NS-Runtime on the NYE a dongle is not required.
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3 Software

3-7 CX-Designer

The CX-Designer software has its own manual.
Refer to CX-Designer User's Manual (V099) for details.
Select and download CX-Designer from when required.

@ Additional Information

An internet connection is required to install CX-Designer.

Jaubiseg-X9 L-¢
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3-8 COM Port for Host Link

To use Host Link over a serial interface an additional virtual COM port is required.
In this section details for the installation and COM port ID of the virtual COM port for Host Link.

3-8-1 Install the Virtual COM Port

To install a Virtual COM Port for Host Link:

1 Open an Explorer and browse to or higher.

2 Right-click file Install_driver.cmd and from the pop-up window select Run as administrator.
The installer will start and display Installing driver ....

3 When the installation if finished the messages Driver installed succesfully. and Press any
key to continue . .. are displayed.

4 Press any key to close the installer.
5 Reboot the IPC.

6 Determine the assigned COM port number.
Refer to 3-8-2 Determine the COM Port Number for Host Link on page 3-24 for details.

3-8-2 Determine the COM Port Number for Host Link

To check if the Virtual COM Port is available for Host Link:

1 On the IPC use the Windows search bar to search for device and select the match Device
Manager
The Device Manager window will open.

2 Browse to Ports (COM &LPT) to display the COM ports.

Y PR £l

I Metwork adapters
[ Portable Devices
v & Ports (COM & LPT)
i OMRON Virtual COM Port for HostLink (COM3)
ﬁ UartSub Device (COM1)

=1 Print nnenes

3 Search for the COM port with the name Omron Virtual COM Port for Host Link
* The assigned COM port number is the COM port number for the Host Link communication.
« If the name is not available then install the Virtual COM Port.
Refer to 3-8-1 Install the Virtual COM Port on page 3-24 for details.

The COM Port number for Host Link is known.
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Specifications
]

This section provides specifications of the Industrial PC.

4-1 Software Specifications ........cccccceiiiiiicccccccerrr e ———- 4-2
4-1-1 Compatible and Available Operating Systems ...........cccoevviiiiieeiiie e, 4-2
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4 Specifications

4-1 Software Specifications

This section provides the Software Specifications of the Industrial PC.

4-1-1  Compatible and Available Operating Systems

The operating system installed on the IPC must be:

» compatible with the Advanced Configuration and Power Interface (ACPI) protocol
* installed on the CFast Card

The available and compatible operating system for the IPC is Windows 10.

@ Additional Information

Install applicable hardware drivers and support software to access all features of the IPC.
» Refer to 5-1 Install Software on page 5-2 for details.
» Refer to 5-2 Install Support Software on page 5-9 for details.

I Supported Languages

Languages default supported by the operating system are:

Languages
Operating System EN CN1 DE ES FR IT JA

Windows 10 v v v v v v v

*1.  CN Simplified (ZH-CN) and CN Traditional (ZH-TW)

@ Additional Information

Refer to the Microsoft support information for details on available language packs.
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Installation
]

This section provides all installation details for the Industrial PC.

L I [ T3 7= 1 Y o i AT - = 5-2
5-1-1 Windows Startup First TIMe ......coooiiiiiiiiiiee e 5-2
5-1-2 INEEINEE BrOWSET ... ..ot e e e e e e eeeaees 5-4
5-1-3 TSN N 5-4
5-1-4 AN-VIFUS SOtWATE ... 5-4
5-1-5 Drivers and Custom SOftWare ...........ueeeeeieieeiiiiiieeeeeeeee e 5-7
5-1-6 AcCtivate WINAOWS ........ooviiiiiiiie et eeeeeeaans 5-7
5-1-7 CUSTOMIZE WINAOWS ... .ot eeaes 5-7
5-1-8 Disable Scheduled Defragmentation..............ccooeiiiiiiiiiic i 5-8

5-2 Install Support SOftWare..........cooo i 5-9
5-2-1 Overview IPC Support Software for Installation ...............cccccooiiiiiiiiiiiccinn, 5-9

5-3 Create Backup and Repair Data of the Installation ........ccccccceriiiicnnannns 5-10
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5 Installation

5-1 Install Software

This section describes how to install the software for the Industrial PC.

5-1-1  Windows Startup First Time

Use the following procedure for the first time startup of Windows on your IPC.

@ Additional Information

Do not power OFF the IPC during this procedure!
At the end of this Out Of Box Experience (OOBE) will result in the Windows home screen.

1 Ensure an input device is present.
» For an Industrial Panel PC touch functionality is available. A keyboard and mouse are not
required.

2 Power ON the IPC.

3 Follow the windows installation procedure.

Pay special attention to the following steps:
* Language
Select the preferred language in the Language Selection Window
Select the language carefully, the selected system language can not be changed.
 Legal stuff like license agreements
» Windows 10: Select Accept to accept the combined Windows and OMRON license agree-
ments.
* The Sign in with Microsoft window.
Select:
» Enter your excisting Microsoft account when your Industrial PC is connected to a network.
» Select Domain join instead when a local account is preffered.
» Settings
* Windows 10: Select Customize instead of Use Express settings.
Set the settings according to your application environment.
» Create a user account and password and enter the password hint

/\ WARNING

charge that possesses a thorough understanding of the security settings.
Selecting non-recommended security settings can put your system at risk.

Precautions for Safe Use

* Choose an OS password that is not obvious to prevent unauthorized access.
* Remember the OS user name and password. The product is inaccessible without it.

Security setting adjustments should only be performed by the engineer in 0

The IPC will automatically restart.
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A black screen will be visible for a few seconds and then the IPC will boot to the Windows start

screen.

Recent Windows 10 Operating Systems will automatically perform a Windows Update when
the IPC is connected to the internet. This will keep the IPC occupied for a longer period of time,
wait until it is completed and the IPC automatically reboots.

Login
Check and if necessary adjust the time and the timezone
Adjust the backlight, Logo LED, and Status LED brightness to your settings.

Additional Information

B o o o

Verify that the IPC is responding to finger touches on the touchscreen of the product.

Install any third party software and drivers that may be required for your applications.

alemyos ||ejsuj L-g

Precautions for Safe Use

@ ~

Before operating the system, please make sure the appropriate software is installed and config-
ured. Doing so may prevent unexpected operation.

swil 1sd14 dNjelS SMOPUIA L-1-G
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5-1-2 Internet Browser

Depending on the operating system an Internet Browser is preinstalled.

@ Additional Information

» Check the IT policy of your company for available software and for details on the software
environment the Industrial PC will operate in.

 Install all updates and ensure the browser stays up-to-date.

I Browser Windows 10

For Windows 10 the standard Internet Browser is installed.

5-1-3 Firewall

An industrial network should be separated from an office network.
Depending on the operating system a Firewall is preinstalled.
» For Windows 10 the standard firewall software is installed and enabled.

Precautions for Safe Use

» Separate the machine network segment from the office network to avoid communication fail-
ures.

* Install all updates and ensure the firewall stays up-to-date.

@ Additional Information

Check the IT policy of your company for available software and for details on the software envi-
ronment the Industrial PC will operate in.

5-1-4 Anti-virus Software

The Windows operating system is vulnerable for viruses. Anti-virus software should be installed on the
Windows operating system.

Depending on the operating system Anti-virus software is preinstalled.
» For Windows 10 the standard Anti-virus software is installed and enabled.

@ Additional Information

Check the IT policy of your company for available software and for details on the software envi-
ronment the Industrial PC will operate in.

Precautions for Safe Use

* Make sure that your operating system environment is protected against malicious software
and viruses.

* Install all updates and ensure virus definitions stay up-to-date.
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I Update Windows Defender - Offline

To protect your IPC the Windows Defender virus definitions should always be up to date. This proce-
dure describes how to update the Windows Defender virus definition files for a IPC that is not connect-
ed to the internet.

Use the following procedure to update the virus definition files:

1 Use a PC with an internet connection and visit website

2 Browse to the section Manually download the update and select the Definition version for

your |IPC
It will be downloaded to the PC.

3 Move the downloaded file to the IPC.

4 On the IPC use the Windows search bar to search for command and select the match
Command prompt

The Command prompt window will open.

5 Use dos-commands followed by Enter to activate the transferred virus definitions file.
Example for the file mpam-fe.exe that is placed in
o d:
+ cd d:\WindowsUpdate\UpdateFiles
* mpam-fe.exe

BN Command Prompt

The update is finished when a new line without the last command appeared. Use dos com-
mand Exit to close the command prompt window.

6 Use the Windows search bar to search for protection. Select the match Virus & threat
protection. The Virus & threat protection window will open.
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5 Installation

2 Virus & threat protection

B Curreet threats

vt mntnd

W'y presecieg mat

" Viru & thinat protection uettings

O Vi & threst protection updates

B Ransommate protecton

7 Check the status to ensure the virus definitions are up to date.

The virus definitions are up to date.
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5-1-5 Drivers and Custom Software

Use the following procedure to install drivers and custom software on your Industrial PC.

* For an IPC without Operating System download the drivers from

» For an Industrial PC with a Windows operating system the drivers for most OMRON devices and
common third party devices are already available on the product. They will be installed automatically
after the initial Windows configuration or upon connection of a device to the IPC. Download the driv-
ers from if reinstallation is required.

1 Install drivers that are required for the application.

2 Install third-party software that is required for the application.
Follow the installation instructions as supplied with the driver or software.

Precautions for Safe Use

Before operating the system, please make sure the appropriate software is installed and config-
ured. Doing so may prevent unexpected operation.

alemyos ||ejsuj L-g

5-1-6 Activate Windows

To activate Windows an internet connection is required.

If an internet connection is not available during the installation process then the Windows license will
only be active after an internet connection has been established.

Activation is not required, a non-activated version of Windows is fully functional.

Refer to the Hardware Manual for the location of the Windows product key.

5-1-7 Customize Windows

2JeM]JOS WOISND pue SI9ALQ G-1-G

Set the regional settings to your preferences.

Windows provides customization tools.
Using these tools is only allowed for experienced software engineers.

@ Additional Information

* For Windows 10:
* Refer to A-1-1 Unified Write Filter on page A-2 for UWF details.
» Refer to A-1-2 Trusted Platform Module on page A-3 for TPM details.
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5 Installation

5-1-8  Disable Scheduled Defragmentation

Use the following procedure to prevent an unexpected performance decrease caused by scheduled
defragmentation.

1 On the IPC use the Windows search bar to search for task scheduler and select the match
Task Scheduler

2 The Task Scheduler window will open.

D Task Seheduler
File Action View Help
+=| 5@ Bm
() Task Scheduler (Local) -
~ [ Task Scheduler Library
Event Viewer Tasks
1 Intel
Lenova

Name Status Tiggers  NedtRun Time LastRun T
[l ScheduledDefrag

- Microseft
| Configuration Manager
1 Office
VisualStudio
1 Windows
NET Framework
| Active Directory Rights Managemy
AppiD
Application Bxperience
ApplicationData
AppiDeploymentCient
Austochk
1 Bitlocker
Blueteoth

Ry General Triggers Actions Conditions Settings  History

Chidek Mame: ScheduledDefrag

1 Cip ”
CloudbrperienceHost Locations  \crasoM\Wisdows\Dafrag
CUAssistant Zuther  Micresoft Corpaestion

Customes Experience Improvemer
Data Integrity Scan

" Defrag

1 Device Information

Description: | This task optimizes local storage drives.

3 Browse to Microsoft / Windows / Defrag to display the name ScheduledDefrag

4 Right click the name.
A submenu will appear.

5 Select Disable to change status to Disabled.
6 Close the Task Scheduler.

Scheduled defragmentation is disabled.
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5-2 Install Support Software

This section describes how to install the support software for the Industrial PC.

5-2-1  Overview IPC Support Software for Installation

This section gives an overview of the IPC support software available for your Industrial PC.

Software Utilities

The applicable software utilities are already installed on the CFast Card. Refer to the details in the ta- @
ble to find installation details. >
The software utilities can be downloaded from g
2
3
@ Additional Information 9
(7
An internet connection is required to install support software. S
]
c
Product Details
Industrial PC Support Utility Refer to 3-3-7 Installation on page 3-12 for details.
Microsoft .NET Framework 4.6 Comes with the Industrial PC Tray Utility.
NS-Runtime Refer to 3-6 NS-Runtime on page 3-22 for details.
CX-Designer Refer to 3-7 CX-Designer on page 3-23 for details.

uone|eisu] Joj asremyos uoddng Od| MBIAIBAQ |-2-G
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5 Installation

5-3 Create Backup and Repair Data of the
Installation

Ensure the operating system, software and data can always be restored when required.
There are different software tools to create a backup and repair data.
Select the Backup and Repair procedure or procedures that are most suitable for your situation.

M Precautions for Correct Use

Refer to 7-1-3 Overview of Recover, Restore and Repair Methods for NYE on page 7-3 for
details.
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Operating Procedures
]

This section provides the operating procedures for the Industrial PC.

6-1 React to Product MeSSages ........cuceeemmmmmmnnrsssrsinsssssssesssseesessssssssnsmssssssssssssnes 6-2
6-2 React to Windows MeSSAQges ......cueummmmummmsnsnssrssssssssssssssrssrrssssssssssmsmsssssssssssssss 6-3
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6 Operating Procedures

6-1

React to Product Messages

The Industrial PC uses the Industrial PC Tray Utility icon @ in the system tray area of Windows to

present Warnings and Errors.

\
\
\ ENG  10:02 AM O

INTL 3/28/20M7

Check the Industrial PC Tray Utility icon for a Warning or Error symbol.
A Warning or Error symbol displayed on the Industrial PC Tray Utility icon indicates a product mes-
sage.

To react to a product message:

1 Select the Industrial PC Tray Ultility icon.
A pop-up window will appear.

2 Read the message available in the pop-up.

3 Refer to 7-2-1 Warning and Error Messages on page 7-10 for all details on the message.
Perform the actions presented for the message until the Warning or Error is resolved.

The product messages for the Industrial PC are resolved.
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6-2 React to Windows Messages

Windows uses the Windows Action Center icon @ in the system tray area of Windows to present

Warnings and Errors.

\\ \
3:13 AM L

\
\ ENG
B INTL  3/30/2017 B

Windows 10

Check the Windows Action Center icon for a Warning or Error symbol.
A Warning or Error symbol displayed on the Windows Action Center icon indicates a Windows mes-

sage.

To react to a Windows message:

1 Open the Windows Action Center.
» For Windows 10: Click the Windows Action Center icon.
A pop-up window will appear.

sobessaj\ SMOPUIA 0} }oedY Z-9

2 Read the message available in the window.
3 Perform the actions until each Warning or Error is resolved.

The Windows messages for the Industrial PC are resolved.
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Maintenance
]

This section provides an overview of the software maintenance tasks for the Industrial
PC.

The hardware maintenance tasks are available in the hardware manuals.

Information is available in the related manual NY-series NYE Industrial Panel PC
Hardware User's Manual (Cat.No. W634).

7-1  Preventive MainteNaNCe .........cceeeeeeemmemmmnnssirssssssssssssssssereses s e eeessssmssssssssssnsnes 7-2
7-1-1 Preventive Maintenance Schedule..............ccccooiiiiiiiiiiiiiiie e 7-2
7-1-2 Keep Software Updated ...........ccooiiiiiiiiiiiiii e 7-2
7-1-3 Overview of Recover, Restore and Repair Methods for NYE.......................... 7-3

7-2 Corrective Maintenance...........ooove e s e 7-10
7-2-1 Warning and Error MESSAQES ......ceueeiiuiieeie et 7-10
7-2-2 Allocate a Drive in WINAOWS ........coooeiiiiiiie et 7-12
7-2-3 WiINAOWS EVENE VIEWET ......coiiiiiiiiiiieeciee ettt 7-13
7-2-4 WiNndOWS LOW ON MEMOTY ..ottt 7-15
7-2-5 WiINAOWS BIUE SCreeNS .....coooiiiiiiiiee e 7-16
7-2-6 Correct Display Functionality when Nothing is Displayed .............cccccceeiniie 7-16
7-2-7 Correct Touchscreen Functionality ..........ccccooiiiiiniiiiiiieeesee e 7-17
7-2-8 Restore a Custom Backup with WindOWS ..........cccccveeiiiiiiiiie e 7-18
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7 Maintenance

7-1

7-11

7-1-2

Preventive Maintenance

Preventive Maintenance covers all actions that prevent downtime.

Preventive Maintenance Schedule

Prevent unscheduled downtime with the following preventive maintenance schedule.

Daily

Reference

Check Industrial PC status

Refer to 7-2-1 Warning and Error Messages on page 7-10 for all availa-
ble messages.

Weekly

Reference

Ensure you have the latest soft-
ware updates

Refer to 7-1-2 Keep Software Updated on page 7-2 for update details.

When changing applications or
configurations

Reference

Create a backup of the Industrial
PC

Refer to 7-1-3 Overview of Recover, Restore and Repair Methods for
NYE on page 7-3 for details.

Periodically but at least every 6
months

Reference

Check the status of backup storage
devices.

Refer to Check the Custom Backup Storage Device (Windows) on page
7-6 for details.

Keep Software Updated

Always keep software at the latest released version to ensure stable operation.

This is specifically important for:
* Anti-virus software

Firewall software

Internet browser

* Windows security patches
OMRON software

@ Precautions for Correct Use

After an OS update or a peripheral device driver update for the product is executed, the product
behavior might be different. Confirm that operation is correct before you start actual operation.

@ Additional Information

» Refer to Internet Browser for Browser details.
» Refer to 5-1-3 Firewall on page 5-4 for Firewall details.
» Refer to 5-1-4 Anti-virus Software on page 5-4 for Anti-virus details.
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7 Maintenance

Overview of Recover, Restore and Repair Methods for NYE

Depending on the goal and depending on the available backup and repair data an applicable backup

and recover, restore or repair action can be selected.

An overview of the different methods to restore and repair Windows and custom files:

Preparation in

Tool Goal Restore details Refer to
advance
Windows Restore a user's | Create a Win- The data is restored to | Create: Create a Custom
Backup and Re- | selection of fold- | dows Backup the state of the previ- Backup with Windows

store

ers

ously created backup
Recovery of specific
folders is possible.
Backups can be creat-
ed automatically at pre-
defined intervals

No recovery of the Win-
dows operating system
Uses any type of stor-
age device

Backup on page 7-4
Check: Check the Cus-
tom Backup Storage De-
vice (Windows) on page
7-6

Restore: 7-2-8 Restore a
Custom Backup with Win-
dows on page 7-18

Windows 10 Re-
covery Drive

Recover Win-
dows 10 to a
previous state

Create a Win-
dows Recovery
disk

A partial recovery or re-
covery of user data is
not possible

Windows recovers to
the state of the previ-
ously created Recovery
image

Uses a USB storage
device

The IPC can boot with
this USB

Create: Create a Win-
dows 10 Recovery Drive
on page 7-7

Recover: Recover Win-
dows 10 with the Recov-
ery Drive on page 7-21

Rescuezilla

Recover a disk
to a previous
state

Create a disk
image

Disk image

Uses a USB storage
device

The IPC can boot with
this USB

Create:Create a Disk Im-
age with Rescuezilla on
page 7-9

Recover: Recover a Disk
Image with Rescuezilla on
page 7-22

@ Additional Information

Contact your OMRON representative when the IPC needs to be restored and you do not have
any restore or recover possibility.
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7 Maintenance

I Create a Custom Backup with Windows Backup

Use the following procedure to create a custom backup of the Industrial PC with the Windows Backup
and Restore mechanism.

To manually or automatically create a customized backup:
1 Select the Windows Start Button.
2 In search field, input Backup settings.

3 Select Backup settings.
The Backup window opens.

4 If available select the option Go to Backup and Restore (Windows 7).
The Backup and Restore (Windows 7) window is now visible.

M Baciup and Rasters (Windows 7) - o %

# M o Sythen and Securty + Backop andd Restore (Windews T) F
Back up of restare your files
Backup

Wiredirs Bachup hay net bren 1ot u. 50t up bachu

5 Select Set up backup.
The Set up backup window opens.

1 Set up backup

Select where you want to save your backup

We recommend that you save your backup on an external hard drive.

Save backup on:

Backup Destination FreeSpace  Total Size
. Local Disk (D) 43.83GB  4426GB

- MY USB DISK (F:) 25.27GB 29.17GB

6 Select the backup destination.
A network location can be added with Save on a network.

@ Additional Information

Preferred locations for an automatic backup are:
* A network drive
* The local drive in drive bay B, when installed.

7-4 NY-series NYE Industrial PC Operating Systems and Software Utilities Manual (W635)



7 Maintenance

7 Select Next.
The following window will appear:

X
€} Setup backup
What do you want to back up?
@ L&t Windows choose (recommended)
Windows will back up data files saved in libraries, on the desktop, and in defsult Windows folders.
Windows will alsa create a system image, which can be used to restore your computer if it stops.
working. These items will be backed up on a regular schedule.
O Let me choose
You can select libraries and folders and whether to include a system image in the backup.
The items you choose will be backed up on a regular schedule.
Cancel

8 Select Let me choose and then select Next.

~
1
—
The following window will appear: v
=
(1]
X 3
@ Set up backup 3-
<
(]
What do you want to back up? =
Y
Select the check box of the items that you want to include in the backup. 5
~—*
3
~ 82 Data Files o
Back up data for newly created users =]
defauttuser0's Libraries 8
42 omron's Libraries
~ O Computer
[Je.. Local Disk (C:)
Include 3 system image of drives: Unnamed drive, (C:)
A system image is a copy of the drives required for Windows to run. You can use it to restore your
computer if it stops working.
Cancel

9 Select all directories you want to include in the backup.

x

& | Setup backup

Review your backup settings

Backup Location: Local Disk (D:)
Backup Summary:

ftems Included in backup

B8 omron's Libraries Default Windows folders and lo...
Schedule: Every Sunday at :00 PM Change schedule

JAN JOJ Spoyia|\ Jieday pue 8101Sey JOA008Y JO MBIAIBAQ €-1-/

Seve seftings and run backup. Cancel

10 Select Next.
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11 Select Configure schedule or Change schedule and change the backup schedule.

Ensure:
» The interval is short enough to minimize data loss when a restore is required

* The Industrial PC is powered ON during the backup periods
* The time the backup is scheduled does not interfere with normal operation
or uncheck Run backup on a schedule if an automatic backup is not possible.

12 sciect OK.

13 Select Save settings and run backup to create the first backup.

M Precautions for Correct Use

Create backups according to the preventive maintenance schedule to prevent data loss and

system integrity issues.
Refer to 7-1-1 Preventive Maintenance Schedule on page 7-2 for intervals.

@ Additional Information

» Check your backup to ensure it contains all data required for a restore.
» Refer to http://windows.microsoft.com/ for Backup and Restore details.
* Refer to 7-2-8 Restore a Custom Backup with Windows on page 7-18 for the Restore Proce-

dure.

® Check the Custom Backup Storage Device (Windows)
Use the following procedure to check the custom backup storage device.

1 Insert the storage device with the backup in the Industrial PC that created the backup.

2 Follow the first few steps of the restore procedure to display the 'Restore files' screen.
Refer to 7-2-8 Restore a Custom Backup with Windows on page 7-18 for details.

3 Browse the storage device and ensure at least one backup is displayed.

4 Select Cancel to cancel the restore procedure.
The storage device with the custom backup is approved.
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I Create a Windows 10 Recovery Drive

A Windows recovery drive can repair Windows if a serious error occurs.

Prepare:

» A USB storage device that has sufficient capacity to backup the content of the IPC. The capacity
should be at least the Windows partition size + 16 GB. The recommended minimum read/write
speed is 190 MB/s.

Note that all content on this USB storage device will be erased.

Use the following procedure to create a Windows recovery drive:
1 Insert the USB storage device in a USB 3.0 connector.
2 Select the Windows Start Button.

3 In the search field, input recovery drive.
4

Select Create a recovery drive.
The recovery drive window opens.

c Piecovery Drive

Create a recovery drive

Fven d your PC can't shant, you can ute & recovery drve to reel  of troublethoot problems. i
P files to this drive, you'll also be sble to use i Windews.

8ouBUBUIRY\ dAIJUBASI |-/

[ZBack up system fdes to the reccvery drmve]

N

Cancel

5 Check the checkbox Back up system files to the recovery drive and then select Next.
The drive selection window opens.

i %

o Recovery Drive

Select the USE flash drive

The dreve mut be able to hold st least 4 G8, snd everything on the dive will be deleted.

available drive(s]
EAMyUSB

JAN JOJ Spoyia|\ Jieday pue 8101Sey JOA008Y JO MBIAIBAQ €-1-/

Cancel

6 Select the applicable drive letter and then select Next.
The Create window will appear.
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€ g Recovery Drive

Create the recovery drive

g e th ¥ oy Wit drive, ke
sure you've backed up the files,

|
7 Read the warning and if your personal files are safe then select Create.

8 Wait until the progress bar is finished and the message The recovery drive is ready appears

x ®
i Recovery Drive € Pecovery Drive
Creating the recovery drive The recovery drive is ready
Copying system

9 Remove the USB storage device and store it in a safe place.

The Windows recovery drive is ready.

@ Additional Information
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I Create a Disk Image with Rescuezilla

With Rescuezilla a disk image can be created.
A disk image can contain more than one partition.

M Precautions for Correct Use

A Rescuezilla disk image can be used to recover a disk of the IPC. It can also restore data to
another IPC if the product configuration is identical to the IPC that created the disk image.

@ Additional Information

» Use two USB devices: 1 for Rescuezilla and 1 for the disk image.
» Use a USB 3 device for the disk image to reduce the time required creating the disk image.

To create a disk image with Rescuezilla:

1 Download Rescuezilla from https://rescuezilla.com.

2 Write the image to a bootable USB device.
Ensure the USB device is bootable.
The rescuezilla download page mentions a program such as balenaEtcher but feel free to use
your preferred tooling e.g. Rufus (https://rufus.ie/en/) to make the USB device bootable.

8ouBUBUIRY\ dAIJUBASI |-/

3 Power OFF the IPC.

N

4 Insert the bootable USB device with Rescuezilla.

5 Power ON the IPC and press the F11 key repeatedly directly after Power ON to display the
Boot Selection Popup menu.

6 In the Boot Selection menu select USB as boot device.
Rescuezilla will start.

Rescuezillas,
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7 Select Backup and follow the steps to create a disk image.

Welcome
Salect an Option

A disk image is created.
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7-2 Corrective Maintenance

Corrective maintenance covers all actions to correct problems that cause downtime.

/\ WARNING

Do not attempt to disassemble, repair, or modify the product in any way. Doing so may ®

result in malfunction or fire.

Contact your local OMRON representative if the corrective maintenance actions did not solve the
problem.

7-2-1  Warning and Error Messages

Warning and Error messages are provided by the Industrial PC when there is a potential problem that
may cause downtime. This section provides details about these messages.

Warning messages inform you about a situation that will lead to downtime of the Industrial PC.

Error messages inform you about what caused the downtime of the Industrial PC.

The following message channels are available.

I LED Indicators

The ERR LED indicator provides information on warnings and errors.

I Industrial PC Support Utility

The Industrial PC Support Utility provides information on warnings and errors.
The Industrial PC Support Utility indicates the status of the UPS.
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I Windows Action Center

The Windows Action Center provides information on Windows related warnings and errors.

The Windows Action Center indicates security and maintenance issues.
Some examples:
* Virus protection (Important)
Windows did not find anti-virus software on this computer.
* Windows Update (Important)
windows Update is not set up for this computer.
» Set up backup
Your files are not being backed up.

I Windows Pop Up Window

Windows Pop Up windows provide information on Windows issues.

An example of a Windows Pop Up

» Close programs to prevent information loss.

9oURUBJUIR\ ©A1}28410D Z-/

’!\!, Close programs to prevent information loss

Your computer is low on memory.

N

To solve this change the paging file size.
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7-2-2 Allocate a Drive in Windows

An added drive must be allocated before it becomes visible in Windows.
To allocate a drive in Windows:

1 Ensure the IPC is ON.
2 Select the Windows Start Button.
3 In the search field, input partition.
4 Select Create and format hard disk partitions.
The Disk Management window opens. The new disk is displayed with a storage space

Unallocated.

5 Right-click on the unallocated space and select New Simple Volume.
The New Simple Volume Wizard opens.

6 Follow the steps in the New Simple Volume Wizard.
The drive is installed and ready for use in Windows under the configured drive letter.

@ Additional Information

Do not format, resize or change settings for partition C:. Windows is installed on drive partition
C: and any change to this partition can cause Windows to stop working.
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7-2-3 Windows Event Viewer

The Windows Event Viewer displays logged events.
These logged events can support you in corrective maintenance.

1 Select the Windows Start Button.
2 In the search field, input Event.

3 Select View event logs.
The Event Viewer opens.

& Event Viewer = X
Fle Action View Help
e« xE HE
[ Event Viewer (Local) Application  Number of events: 423 (1) New events available I [ Actions N,
0 Cistom Views e | p— o 7]
© Dt Windows Logs Level Date and Time Source  EventlD TaskC.. P! o
[2] Application (@) Information  3/30/2017 7:5%:06 AM IndMo... 0 Nonme = Open Saved Log... o
2] Security (@) Information  3/30/2017 7:52:01 AM IndMo... 0 None W G Vi °
f i 30/2017 7:38
A setup men.mamn 3/30/2017 7:58:05 AM IndMo... 0 None e 3
& System (D) Information ~ 3/30/2017 7:58:04 AM IndMo... 0 Nene o
[E] Forwarded Events (@ Information  3/30/2017 4:45:41 AM IndMo... 0 Nene Elmaclog. Q
» [0 Applications and Services Lo| | (7) Information  3/30/2017 4:3%:14 AM Backup 754 None T Filter Current Log... <
~ Subscriptions (@) Information  3/30/2017 4:31:47 AM vss 2224 None B Properies o
(D) Information  3/30/2017 4:28:47 AM Windo.. 4092 Nene 8 Find =
@ nor 3/30/2017 4:28:44 AM CAPI2 513 None — o
@ Error 3/30/2017 4:28:00 AM CcaP2 513 None I Save All Events As 5
(D)information  3/30/2017 4:27:59 AM Windo... 4097 None Attach a Task To this Log.. o
(D) Information  3/30/2017 4:26:34 AM vss 8224 None icwn R S
b Error 30/2017 4:23:20 AM Capl2 513_None v Q
|G} Refresh =]
Event 0, IndMonService x o
H Hep » o
General  Details
Event 0, IndMonService i
[2017-03-30 14:59:06.5984{[NFO[Omron.IPC. MonitorService.Library.ndMon.IndMonDevice|Heartbeat data changed(Deviceld: 1\ 71hid#vid 1500 [5] Event Properties
Bipid 00827801 Dccds £14d1e55b2-F15¢-11c-88cb-00111 1000030, Sequence: 18564, Delta: , SeqNumber: 12560->18564, Videolnput: -
NO_SIGNAL-»NO_ERROR) ] Attach Task To This Event...
54 Copy 4
[ Save Selected Events...
Log Name: Application |G Refresh
Source: IndMonService Logged: 3/30/2017 7:58:06 AM H Hep 3
Event ID: 0 Task Category: None
Levek Information Keywords:  Classic
User: NAA Computer:  DESKTOP-4HHBERU
OpCode:

Moare Information:  Event Log Online Help

Item

Selection tree

3
»
&
=
2
o

=2

(2]

m
<

3
S
2
<
@
=2

15}
e

Event list

Event details

o0 |w|>

Action list

4 In the Selection tree expand Windows Logs and select Application.
The Event list will display the Events.

5 Select the heading Source to sort the event messages per application.

6 Scroll to the event you want to investigate.
Refer to the section 'Logging' of a specific utility for more details.
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7 Select the event to display details in the Event details window or to take action in the Action
overview window.

I Filter Events and Event Details

This procedure explains how to filter events in the Windows event log.
To filter the events:

1 Open the Windows Event Viewer.
Refer to 7-2-3 Windows Event Viewer on page 7-13 for details.

2 In the Actions list select Filter Current Log.
The Filter Current Log page opens.

Filter Current Log X

Legged: Any time ~
Event level: [ Critical [] Warning [] Verbose

[ Erer [ Information

Event logs: |i\pp\i:aticn

Event sources: | =

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,5-00-76

[ <Al Event IDs>

Task category: |

Keywaords: [ =

User: [<All Users> |

Computer(s): ‘<AH Computers> |

Clear

3 Input the desired filters and select OK.

4 The filtered events will appear in Event list of the Event Viewer.
Select an event in the Event list to display Event details in the Event details part of the Event
Viewer.
The filtered events are available including the details per event.
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7-2-4

Windows Low on Memory

The Windows memory can become low when adding applications and/or updates.
When the memory is low a new window with the message Close programs to prevent information loss

will a
Incre

ppear.
ase the paging file size to solve this problem.

To increase the page file size:

1
2

8

Select the Windows Start Button.
In the search field, input advanced system settings.

Select View advanced system settings.
The Advanced tab page in the Windows System properties will appear.

In the group Performance, select the Settings... Button.
The Performance options window will appear.

Select the Advanced tab page.

In the group Virtual memory, select the Change... Button.

Select the checkbox Automatically manage paging file size for all drives.

Virtual Memory X

[CJiAutomatically manage paging file size for all drives

Paging file size for each drive

Drive [Volume Label] Paging File 5ize (MB)
D Mone
Selected drive: i

Space available: 57776 MB

() Custom size:

() System managed size
(®) Mo paging file Set

Total paging file size for all drives
Minimum allowed: 16 MB
Recommended: 1400 MB
Currently allocated: oMB

Select the OK Button to save this setting.

7 Maintenance

Precautions for Safe Use

Virtual memory settings can affect the performance of the system. Disable the paging file after

installation of applications or updates.
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7 Maintenance

7-2-5 Windows Blue Screens

A blue screen will appear if Windows crashes.

Possible solutions for repetitive blue screens:

1 Install the latest updates of Windows.

2 Install the latest device drivers.

3 If changes to the system were made: Undo recent hardware changes, undo recent driver up-
dates and then roll back system to latest working state.

@ Additional Information

» Windows 10: Refer to https://support.microsoft.com/en-us/help/14238/windows-10-trouble-

shoot-blue-screen-errors for details.
» For troubleshooting an external boot device might be handy.

7-2-6  Correct Display Functionality when Nothing is Displayed

When it seems the display is not functional, check the ERR LED.
 Ifthe ERR LED is OFF

» Check if the power supply is present.
« If the ERR LED is blinking check if the IPC is not in standby mode.
« Ifthe ERR LED is ON

» Check if the power supply voltage is inside specifications.

» Check if the ambient temperature is inside specifications.
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7-2-7  Correct Touchscreen Functionality

The touchscreen functionality can have several unwanted situations.
In this section more details and sollutions for touchscreen problems.

I Correct Touchscreen Functionality with No Touch Response

When the touchscreen functionality is not functional, check:

» Water present on the display surface.
Wipe the display surface with a dry lint free cloth.

* When using gloves, ensure to use gloves that had no problems when the touch functionality was
functional.

I Calibrate Touchscreen

When the resolution of the touchscreen monitor is changed the touch functionality might not scale ac-
cordingly. The result is that touching the touchscreen monitor will display the touch at incorrect loca-
tions.

Use the following procedure to calibrate the touchscreen functionality of your Industrial PC.

1 Select an Explorer and browse to

9oURUBJUIR\ ©A1}28410D Z-/

2 Activate Calwin.exe.
A white screen will appear with a cross as a touch indicator indicating where to touch the

N

screen.

3 Touch the indicator on all locations where it appears.
After several touches a pop-up window will appear.

4 Select the Update Button.
5 Check the touchscreen functionality.

The touchscreen functionality is calibrated.

Ajjeuonoun4 usaJosyonoy 1081109 /-z-/
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7 Maintenance

7-2-8  Restore a Custom Backup with Windows

Use the following procedure to restore a custom backup of user files with Windows Backup and Re-
store.

@ Additional Information

» Refer to Create a Custom Backup with Windows Backup on page 7-4 for Custom Backup de-
tails.

Ensure:

* The Industrial PC is ON

* You are logged in

» A backup is created earlier and it is available

To restore a backup:
1 Select the Windows Start Button.
2 In the search field, input Backup.

3 Select Backup and Restore.
The Backup and Restore window opens.

M Backup and Rasters (Windows 7) - o %

4 M o Sythem and Securty + Backup s Restore (Windews )
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4 Select Restore my files.
The restore files window opens.

i Backup snd Restore (indows T) — LB O

1 i« Symemand Sacurty + Backup snd Rasers [Windew )

Cantrod Pand Heme

Back up or restore your files
) Tuen oM schedute Bachp

Location: (D} [ - Trr———
W Cranti 3 £ystam sepaie e [
43,83 GO free of 4404 6B
- Backup see 3006 ME

Mest Backup: LUITTIOPM
Lt Baciug RANT A2 AN
Contents Fies in Bbravies and perver fokders for sebected
s
Seheduie: Eviry Sundiy ot TH0PM
Restore

Sacusty and Maintamancs

File History

5 Use the buttons Search and Browse for files or Browse for folders to find the created back-
up.

1@ Restore Files

Browse or search your backup for files and folders to restore

Allfiles will be restored to their latest version.
Ehoose s different data

O Name In Folder Date modified Search..
Click Browse for files, Browse for folders, or Search to add files to this list. Browse for files

Browse for folders

9oURUBJUIR\ ©A1}28410D Z-/

Remove

N

Remove all

Next Cancel

6 Add the files and folders to be restored and then select Next.

@ Additional Information

With this Windows Restore procedure it is not possible to restore files that are in use. This
means system files and files of the logged in user can not be restored with this procedure.

SMOPUIAA Ylim dnyjoeg wojsny e 810)say §-2-/
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7 Select In the original location and then select Next.
The progress window will appear.

4 1 RestoreFiles

Where do you want to restore your files?
@in the original location;

Oln the following location:

Browse..

8 Wait until the message Your files have been restored appears and then select Finish.

X

1 Restore Files

Your files have been restored

View restored files

The files are restored.
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I Recover Windows 10 with the Recovery Drive

Use the following procedure to recover Windows 10 to a previous state using a Recovery Drive.
Ensure a Windows Recovery Drive is created earlier and it is available:
To recover Windows 10:

1 Connect the USB storage device to the IPC.

2 Power ON the IPC and press F11 repeatedly to display the Boot Selection Popup menu.

3 Select your boot device and then select Enter.
The IPC will reboot.

4 When requested choose your keyboard layout.
The window Choose an option will appear.

9oURUBJUIR\ ©A1}28410D Z-/

N

5 Select Troubleshoot
The window Troubleshoot will appear.

o))

Select Recover from a drive.

@ Additional Information

Windows will be restored to the state the recovery disk was created!

SMOPUIAA Ylim dnyjoeg wojsny e 810)say §-2-/

Follow the instruction and wait while Windows 10 reinstalls.

Windows 10 is restored.
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I Recover a Disk Image with Rescuezilla

With Rescuezilla a disk image can be recovered.
A disk image can contain more than one partition.

M Precautions for Correct Use

A Rescuezilla disk image can be used to recover a disk of the IPC. It can also restore data to
another IPC if the product configuration is identical to the IPC that created the disk image.

To recover a disk using a disk image with Rescuezilla:

1 Power OFF the IPC.

2 Insert the USB device with Rescuezilla and the disk Image.
Refer to Create a Disk Image with Rescuezilla on page 7-9 for details.

3 Power ON the IPC and press the F11 key repeatedly directly after Power ON to display the
Boot Selection Popup menu.

4 In the Boot Selection menu select USB as boot device.
Rescuezilla will start.

Rescuezilla s,

Welcome
Salect an Option

5 Select Restore and follow the steps to restore the disk.

The disk is recovered.
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Appendices

A-1 Customize Windows

This section provides an overview of the tools to customize Windows.

A-1-1

Unified Write Filter

The Unified Write Filter (UWF) is applicable to IPCs with a Windows 10 operating system.
The UWF intercepts disk changes and stores them into a memory overlay in RAM memory instead of
applying them to the original volume.

@ Additional Information

» Refer to Advantages on page A-2 for details.
» Refer to Considerations on page A-2 for details.
» Refer to the Microsoft Developer Network (MSDN) for details.

I Advantages

EWF and FBWF and UWF provide the following benefits:

Write-protect one or more partitions on a system.

Make it possible to revert changes and revert to the original disk content.

Enable booting from read-only media.

By redirecting all write requests to RAM the run-time maintains the appearance of a writable run-
time image.

Improve the file system performance when using relatively slow storage.

Minimize write actions to the disk.

For example, minimize write access to flash memory. Write cycles on flash memory are limited for
technical reasons.

I Considerations

When using the Unified Write Filter (UWF) all disk changes are stored into a memory overlay in RAM
memory instead of applying them to the original volume. This also applies to the installation of soft-
ware or changing parameters. For software changes, like Windows updates or system parameter
changes, it is required to disable the UWF, install the software and then enable the UWF again.

Using the UWF the following issues need careful consideration:
» To prevent data loss in the event of a power failure, the use of a UPS is recommended.
* When the UWF function is enabled and a large amount of data is written, the system memory space

will be reduced and operation may become unstable. To prevent this problem, it is recommended
that a large amount of data be written to a different location.

» Automatic Adjustment of daylight saving time (DST) is incompatible with the UWF enabled.
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I Configuration

The Unified Write Filter (UWF) is included in the Windows 10 image.
The configuration of this component can be defined with the command line tool uwfmgr . EXE.

To run the UWF Manager, open the Command Prompt with Administrator rights.

Command Function Remarks
uwfmgr.exe get-config Shows an overview with current Use this command to check the
status status after another command is
executed
uwfmgr.exe filter Configures basic UWF settings ---
uwfmgr.exe enable Enables the unified write filter This change is not effective until the
system is restarted
uwfmgr.exe disable Disables the unified write filter This change is not effective until the
system is restarted
uwfmgr.exe volume protect C: Enables the unified write filter for ---
the C: drive
uwfmgr.exe file commit Issues a commit for a new file with | Committing the overlay can affect
C:\temp\testl.txt the name C:\temp\test1.txt the speed of the boot process
uwfmgr.exe help Displays a helpscreen that explains | A complete reference can also be

all commands and options available | found at the Microsoft Developer

Network (MSDN)

A-1-2  Trusted Platform Module

The Trusted Platform Module (TPM) integrates encryption keys into the Industrial PC in order to se-

cure hardware and software. The TPM enables the following security functions:

» Ensure the integrity of the platform: The TPM can be used in the BIOS and other software to protect
against unauthorized manipulation.

» Disk encryption: The TPM can be used with "BitLocker" drive encryption.

» Password protection and other uses of encryption: The TPM provides encryption key management.

@ Additional Information

Refer to the Microsoft Developer Network (MSDN) for best practice information.

I Usage

To enable the TPM, see the relevant section in the BIOS Settings.
To use the TPM with "BitLocker" drive encryption, please follow the instructions in the operating sys-
tem.

I Considerations

Risk of data loss: If you lose the password for the drive encryption, you will not be able to restore the
data. You will then lose access to the encrypted drive. Please store the password carefully and make
sure it is protected against unauthorized access.
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